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The aftected Information
Resource

Data of;
e |ife Sciences
o chemical industry
o nuclear physics
e Biotechnological
o also called cyberbiosecurity

-important research data which can be used for benifit or for harm




The Modus operandi ot the
lhreat

Stealing and sniffing data of different moduls
e CRISPPR-CASY

Malicious codes

N e |ncluding viruses which affect the data
( \ Trojan Horse
!
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o / Modify the data inside a lap

e c.g chaningthe DNA Structure in a study
series




lThreat Actors

® Terrorists
o nuclear physics
o biotechnology
m engineering metabolic pathway
m drugs productions
o Bioweapons
e Politics




Related Protection Mesaures

e Regular security audits
e bounds checking

e memory-safe languages
e software analytics

e firewalls

.






